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aselsan

Gozlem

— AES algoritmasi kriptolojide en cok kullanilan algoritmalardan biri

— Yuksek performansli ve guvenlikli sifreleme ihtiyac

AES algoritmasi gercekleme yontemleri:

Gercekleme Yontemi Performans Esneklik
Genel amacli buyruklar ile yazilim x «
Ozel donanim « x
Ozel donanim + Ozel buyruklar ile yazilim « «
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AES ALGORITMASI
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Key Expansion

AES algoritmas1 ‘round’lardan olusur:
— Substitute bytes

— Shift rows

— Mix columns

— Add round key

Anahtar Uzunlugu

Round Sayisi

128-bit 10+1
192-bit 12+1
256-bit 14+1
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OZEL AES BUYRUKLARI aselsan

Buyruk Yazmag Tanim
aeskey rs1,rs2 Turetilmis anahtarlan yukleme
aesend rs1,rs2 Son turetilmis anahtan yukleme
aesenc rd,rs1,rs2  128-bit blok sifreleme ve 64-bit sonucu yukleme
aesdec rd,rs1,rs2  128-bit blok sifre cozme ve 64-bit sonucu yukleme
aesload rd Sifreleme islemi sonucu kalan 64-bit sonucu yukleme
RISC-V ISA genislemesi
* Derleyici * islemci Mimarisi
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Fetch (3 cycles) Decode Issue Register Read Execute Writeback
Rename select piitississesueiiiiisien
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* Sirasiz Yiriitme * Coklu isleme * Spekiilatif islemler
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* (Coz * Yurutme

— Ozel AES buyruklarn tanimn — AES modulunu ekleme
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YURUTME

. . Fonksiyonel
Buyruk Tipleri Modiiller
Tam Say1
Aritmetik ALU
Dallanma BRU

Hafiza Erisimi

MEM EXE + LSU

Tam Say1 Bolme iDIV
Tam Sayi IMUL
Carpma

CSR Kontrol CSR EXE
Kayan Nokta
Aritmetik FPU
Kayan Nokta
BSlme fDIV/fSQRT
AES islemleri AES

ITC’19

INT
Dagit

MEM
Dagit

-

INT Yiiritme Boru Hatti
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INT

Yazmaclari

Lsu

FP

‘Yazmaglari




YURUTME aselsan

» Tek Yazmacg Yazma Portu cag .
— Iki buyruk ile sonuc yiikleme A I Vazmasin
 Port Paylasimi W
— Dagit portu
— Yazmacg portlar e _ -
 Gercekleme Zorluklar 1

INT Yiiritme Boru Hatti

— ‘Routing congestion’ - o
FP Yiiriitme Boru Hatti

foIv/
fSQRT
FP N N FP
Dagit ”] - Yazmaglan
FPU
7y
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PERFORMANS DEGERLENDIRMESI aselsan

« Acik kaynak AES yazilimi

— Ozel buyruklan ‘inline assembly’ kodu ile kullanmak

e Test ortam
— FPGA kart1: Xilinx VCU108
— Saat frekansi: 50 MHz

M
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AES CBC
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Sifreleme Boyutu

mSW-128 mSW-256 mHW-128 m®mHW-256

aselsan

Plaintext Plaintext
IIIITIITTT1 [ITITTITTITT]
Initialization Vector (IV)
OO — —
Key block cpher Key block cu::her
encryption encryption
NENNNENENNNEE [ITITIIIT1T1]
Ciphertext Ciphertext

AES CBC Blok Semasi



KARSILASTIRMA aselsan

_ Saat SW HW HW
Islemciler Frekansi Performansi Performansi Performansi
[MHZz] [MB/s] [MB/s] [KB/(s*MHz*Core)]
BOOM-AES 50 0.27 4.92 100.76
ESP32* 240 1.10 5.28 22.52
PIC32MZ* 200 0.26 5.78 29.59
STM32F756* 216 3.38 15.02 6.79
Apple Al (6 2.39 24.94 912.34 63.62
core) [GHZ]

Karsilastirma Parametreleri:
— Mod: AES-CBC-128 — Sifreleme boyutu: 64 KB

*Performans sonugclari su siteden alinmistir: wolfssl.com/docs/benchmarks/
ITC’19 TASNIF DISI




KAYNAK KULLANIMI ve ZAMANLAMA aselsan

« Kaynak Kullanimi

LUTs FFs RAMB36
Cekirdegin toplam kaynak kullanimi 186.667 61581 17
e 601 585 10
AES modulunun kaynak kullanimi (%0.3) (%0.9) (%58)

« Zamanlama Etkisi

Positive Slack

Butun tasarimin en kotu zamanlamasi +1.022 ns

AES modulu ile ilgili en kotu zamanlama +5.667 ns
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* RISC-V ISA genislemesi

« Sirasiz islemci icin AES modulu eklenmesi
— AES algoritmasi icin ~25x performans

« Yapilacak calismalar
— Detayli dogrulama calismasi
— Sirasiz ve spekulatif AES buyruklan yurutme
— ASIC tasarim siireci icin degerlendirme
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Ozel AES Buyruklarinin Kullanimi aselsan

AES-128 Anahtar Yukleme

uinté4_t c; //dummy value

uinté4_t **key 64;

*key 64 = RoundKey; // for casting from 8-bit to 64-bit

asm volatile("aeskey %][z], %[x], %o[y]\n\t": [z] "=r" (c) : [X] "
asm volatile("aeskey %][z], %[x], %[y]\n\t": [z] "=r" (c) : [X] "

=

" (((key_64)[0])), [y] "r* (((*key_64)[1])));
" (((key_64)[2])), [y] "r* ((*key_64)[3])));

=

asm volatile("aeskey %[z], %[x], %[y]\n\t": [z] "=r" (c) : [X] "
asm volatile("aesend %][z], %[x], %[y]\n\t": [z] "=r" (c) : [X] "

=

" ((("key_64)[18])), [y] "r" (((*key_64)[19])));
" (((key_64)[20])), [y] "r" (((*key_64)[21])));

=

AES Sifreleme
uint64 _t **buf_64;

*buf_64 = buf; // for casting from 8-bit to 64-bit
asm volatile("aesenc %[z], %[x], %[y]\n\t": [z] "=r" (((*buf_64)[0])) : [X] "r" (((*buf_64)[0])), [y] "r" (((*buf_64)[1])));
asm volatile("aesload %[z], %[x], %[y]\n\t": [z] "=r" (((*buf_64)[1])) : [x] "r" (((*buf_64)[0])), [y] "r" (((*buf_64)[1])));
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Yeniden ‘ Yiardtme \
Adlandirma ‘ \

Sil

* Coz

J

— Ozel AES buyruklar tammi

* Yurutme

— AES modulunu ekleme



BENZER CALISMALAR aselsan

N EEINENES ‘Memory-mapped’

Hizlandinci
 AES ‘round’u icin buyruk e STM32
e Intel ve AMD (AES-NI) e Infineon AURIX
o ARM o Atmel XMEGA
 AES algoritmasi icin buyruk
 IBM
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Beklenen Buyruk AES Buyruklar Coz Biriminde
Davranisi Davranisi Cozum
e Yazmaca yazma e Siral1 anahtar o AES buyruklarini
« Yan-kanal etkisi yukleme e Sirali ve
birakmama e |ki buyruk ile sonuc « Spekiilasyon
yukleme olmadan yiiriitme

e Yan-kanal etkisi!
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AES MODULU
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AES Functional Unit

MixColumns

AddRoundKey

Memory

AES Module
Cipher Inverse Cipher
SubBytes InvShiftRows
ShiftRows Expanded Key InvSubBytes

AddRoundKey

InvMixColumns

« AES Modulu
- Turetilmis Anahtar Hafizasi
- Sifreleme
- Sifre Cozme

ITC’19

» AES Fonksiyonel Modulu
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AES CTR aselsan
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