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Outline
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• Physical Layer Security (PHYSEC)
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• PHYSEC meets asymmetric Cryptography
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Motivation

• How to establish secret keys into tiny IoT-devices?

• Without user interfaces

• Under resource- and energy constraints
(due to hardware limitations and battery lifetime)
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Motivation: 
Key Distribution and Management

• Symmetric cryptography

– Pre-shared keys entails inflexible key 
distribution and management 

• Asymmetric cryptography

– Dynamic key establishment is very
energy consuming
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Wireless Channel as Key Variable

• Alice and Bob measure a superposition of different 
multipath propagations.

• Wireless channel is easy to estimate, e.g. by computing the 
channel impulse response (CIR).

• But the wireless channel is hard to predict, especially in 
presence of movement. 
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• Wireless channel is easy to estimate, e.g. by computing the 
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• But the wireless channel is hard to predict, especially in 
presence of movement. 

Wireless radio channel
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Channel Reciprocity

• Multipath propagation is reciprocal.

• Wireless channel varies over time due to movement.

• Channel could be seen as static within the coherence time.

• The coherence time depends on the velocity within the 
channel, e.g., for a velocity of 2 m/s it is 63.5 ms.
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Channel Diversity

• Multipath propagation varies in space.

• Receiver at different positions estimate different channels.

• The channel decorrelates over the coherence distance 𝜆/2.

• e.g., for a carrier frequency of 2.4 GHz 𝜆/2 = 6.25 cm.
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Prototype Platforms

• Alice & Eve: Cisco Linksys WRT54gl

– CPU BCM5352 @ 200 MHz

– BCM2050 radio chip

• Bob: Wi-Fi DipCortex by Soldar Splash

– ARM Cortex M3 @ 48 MHz

– CC3000 radio chip
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• Stationary setup

• Random motion

• Cyclic motion

Experimental Setups
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Experimental Setups
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Results & Intermediate Conclusion

• The key generation time mainly depends on setup:

– Very best case: 128 bit key within 6 minutes

– Worst case: 128 bit key after 8 hours

• Key generation is too time intensive for time-
sensitive systems (or impatient users)

• Idea: 

– Hybrid security architecture!
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Two Stage Hybrid Approach

• Stage 1: performing a short-term authentication 
using asymmetric crypto (e.g., ECC sect131r1)

– Energy efficient (cubic complexity)

– quickly establishment (high usability)

Asymmetric
Crypto

No long-term security
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Two Stage Hybrid Approach

• Stage 2: The short-term key is then amplified into 
a long-term (and secure) symmetric key using 
PHYSEC 

– By passively salvaging channel profiles the 
system provides PFS highly energy efficient
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Two Stage Hybrid Approach

1. Usable Security: applicable for time-sensitive 
systems (or impatient users)

2. No scaling of attacks in time and space:

– Perfect Forward Secrecy due to repeatedly 
PHYSEC-key generation

– Key diversity due to channel charateristics

3. Energy efficient due to passively salvaging 
channel profiles -> IoT-capable
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Conclusion

• Hybrid security architecture

– Using asymmetric crypto to quickly establish an 
ephemeral short key (not long-term secure)

– Which is then transformed into a long-term 
symmetric key using PHYSEC 

• Prototype implementation

• Experimental security analysis 
and performance evaluation of 
different schemes [3,5,31,33,47]
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Many thanks for 

your attention!

Questions?
… or maybe later:
christian.zenger@rub.de

Lehrstuhl für Embedded Security, Prof. Dr.-Ing. C. Paar
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Providing Physical Layer Security for the Internet of
Things (PROPHYLAXE) is a strategic research project
supported by the German Ministry of Education and
Research. The project includes a diverse team of IT-
security scientists, electrical and computer engineers and
communication engineers from HGI, Fraunhofer HHI,
TU-Dresden, TU-Kaiserslautern, ESCRYPT, and the
BOSCH Group.
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• Pass rates of several NIST statistical tests for 
preliminary key material:

Results


